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Nexus 1000v
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Challenges with Virtualization

Problems:

VN-Link:

ÅExtends network to the VM 

ÅConsistent services 

ÅCoordinated, coherent management

VMotion

ÅVMotion may move VMs across 

physical portsðpolicy must 

follow 

ÅImpossible to view or apply 

policy to locally switched traffic

ÅCannot correlate traffic on 

physical linksðfrom multiple 

VMs
VLAN
101
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Proliferation of Control Points

ÁIntroduction of blade switches and rack switches

ÁEvolution of the access layer has led to an 
increasingly complex management environment and 
switch topology

ÁIntroduction of hypervisors
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Cisco Nexus 1000V óVirtual Chassisô

Cisco VEM

VM1 VM2 VM3 VM4

Cisco VEM

VM5 VM6 VM7 VM8

pod5 - vsm# show module

Mod  Ports  Module - Type                      Model              Status

--- ----- -------------------------------- ------------------ ------------

1    0      Virtual Supervisor Module        Nexus1000V         active *

2    0      Virtual Supervisor Module        Nexus1000V         ha - standby

3    248    Virtual Ethernet Module          NA                 ok

Cisco VSMs

ESXESX
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Cisco Nexus 1000V

Nexus 1000V VSM

vSphere

Nexus
1000V
VEM

vSphere

Nexus
1000V
VEM

VN-Link Property Mobility

ÅVMotion for the network

ÅEnsures VM security

ÅMaintains connection state

VMs Need to Move

Å VMotion

Å DRS

Å SW Upgrade/Patch

Å Hardware Failure

vCenter

Policy-Based 
VM Connectivity

Mobility of Network & 
Security Properties

Non-Disruptive
Operational Model

Cisco VN-Link: Virtual Network Link

VM VM VM VM VM VM VM VM
VM VM VM VM
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Non-disruptive Operational model

Management: Increase Operational Efficiency

Server Administrator Network Administrator
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Cisco Nexus 1000V
Three New Features that Make a Difference

Encapsulated Remote 
SPAN (ERSPAN)

ÁMirror VM interface 
traffic to a remote sniffer 

ÁIdentify root cause for 
connectivity issues

ÁNo host-based sniffer 
virtual appliance to 

maintain

ÁFollows your VM with 
VMotion or DRS

NetFlow v.9 
with Data Export

ÁView flow-based stats 
for individual VMs

ÁCaptures multi-tiered 
app traffic inside a 
single ESX host

ÁExport aggregate stats 
to dedicated collector 
for DC-wide VM view

ÁFollows your VM with 
VMotion or DRS

Private VLANs
(PVLANs)

ÁGreat for mixed use 
ESX clusters

ÁSegment VMs w/o 
burning IP addresses

ÁSupports isolated, 
community and 

promiscuous trunk ports

ÁFollows your VM with 
VMotion or DRS
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Comparison
VMW vSwitch & the Cisco Nexus 1000V

Feature
ESX 3.5: 

Standard 

vSwitch

ESX 4.0: 

vNetwork 

Standard Switch

ESX 4.0: 

vNetwork 

Distributed Switch

Cisco Nexus 

1000V

Switching Features
Layer 2 Forwarding Yes Yes Yes Yes

IEEE 802.1Q VLAN Tagging Yes Yes Yes Yes

Multicast Support Yes Yes Yes Yes

IGMP Snooping v3 - - - Yes

VMotion Support Yes Yes Yes Yes

Network Policy VMotion - - Yes Yes

Upstream Switch 

Connectivity
EtherChannel Yes Yes Yes Yes

Asyncronous Port Channels - - - Yes

Link Aggregation Control Protocol 

(LACP)

- - - Yes

Load Balancing  Algorithms

Virtual Switchport ID Yes Yes Yes Yes

Source MAC Yes Yes Yes Yes

Source-Destination IP Yes Yes Yes Yes

Source-Destination MAC - - - Yes

Source-Destination-Port IP - - - Yes

Additional Hashing Options - - - Yes
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What are the Product Components?

Virtual Ethernet Module (VEM)

Á Located on each server to enable advanced 
networking capability on the hypervisor

Á Replaces VMware vSwitch functionality in 
vSphere

Á Free download at cisco.com

Virtual Supervisor Module (VSM)

Á Performs management and integrates with 
vCenter

Á Runs Cisco NX-OS as a virtual or physical 
appliance

Á Free download at cisco.com

CPU Licenses

Á $695 per CPU (socket)

Á Free evaluation at cisco.com for 60 days and 
16 CPUs

Á No limit on the number of cores per CPU

Á Requires VMWare Enterprise Plus license

Nexus 1000V VSM

vSphere

Nexus

1000V

VEM

vCenter

VDS 

API

CLI 

SNMP 

XML

VM VM VM VM
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Virtual Center

VMW ESX

Server  2

Nexus 1000V -VEM

Nexus 1000V

VSM

VMW ESX

Server 1

Nexus 1000V -VEM

VM 
#1

VM 
#3

VM 
#2

Deployment & Management
Whatôs already done

tc-esx04 tc-esx05

tc-nexus1kv02

tc-nexus5k01 tc-nexus5k02

Nexus 5020

Á Create a Nexus 1000V

Peer the Virtual Supervisor Module 
(VSM) and the Vmware Virtual 
Center

Á Define an Uplink Port-Profile

Utilize vPC Host Mode with 2x
Nexus 5020 for Active/Active 
load balancing

Á Add ESX host tc-esx04

vSwitchvSwitchNexus 1000V VEM

port-profile A

port-profile B
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Virtual Center

VMW ESX

Server  2

Nexus 1000V -VEM

Nexus 1000V

VSM

VMW ESX

Server 1

Nexus 1000V -VEM

VM 
#1

VM 
#3

VM 
#2

Demo 1: Management & Deployment
What will you see?

tc-esx04 tc-esx05

tc-nexus1kv02

tc-nexus5k01 tc-nexus5k02

Nexus 5020

Á Deployment & Management

Å Virtual PortChannel ï
Host Mode

Á VMotion & Visibility

Å ERSPAN

Á Policy-based VM-connectivity

Å Access Control Lists (ACL)

Å Private VLANs

Å MAC-based port security

vSwitchNexus 1000V DVSNexus 1000V VEM

port-profile A

port-profile B
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Good to know: Port Profile Inheritance

ÁProfile inheritance allows the construction of profile hierarchies

ÁóParentô profiles pass configuration to óchildô profiles

ÁOnly the child profiles need to be visible within VC

ÁUpdates to the parent filter to the child

ÁChild profiles can be updated independently

n1000v(config)# port - profile Web

n1000v(config - port - prof)# switchport mode access

n1000v(config - port - prof)# switchport access vlan 100

n1000v(config - port - prof)# no shut

n1000v(config)# port - profile Web - Gold

n1000v(config - port - prof)# inherit port - profile Web

n1000v(config - port - prof)# service - policy output Gold

n1000v(config - port - prof)# vmware port - group Web - Gold

n1000v(config)# port - profile Web - Silver

n1000v(config - port - prof)# inherit port - profile Web

n1000v(config - port - prof)# service - policy output Silver

n1000v(config - port - prof)# vmware port - group Web - Silver

Effective Port Profile ïWeb- Gold

Access Port

VLAN 100

Gold QoS Policy

Effective Port Profile ïWeb- Silver

Access Port

VLAN 100

Silver QoS Policy



© 2006 Cisco Systems, Inc. All rights reserved. 20

Virtual Center

VMW ESX

Server  2

Nexus 1000V -VEM

Nexus 1000V

VSM

VMW ESX

Server 1

Nexus 1000V -VEMNexus 1000V DVS

VM 
#1

VM 
#3

VM 
#2

Demo 2: VMotion & Visibility
What will you see?

tc-esx04 tc-esx05

tc-nexus1kv02

tc-nexus5k01 tc-nexus5k02

Nexus 5020

Á Deployment & Management

Å Virtual PortChannel ï
Host Mode

Á VMotion & Visibility

Å ERSPAN

Á Policy-based VM-connectivity

Å Access Control Lists (ACL)

Å Private VLANs

Å MAC-based port security

port-profile A

port-profile B
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Virtual Center

VMW ESX

Server  2

Nexus 1000V -VEM

Nexus 1000V

VSM

VMW ESX

Server 1

Nexus 1000V -VEMNexus 1000V DVS

VM 
#1

VM 
#3

VM 
#2

Demo 2: VMotion & Visibility
What will you see?

tc-esx04 tc-esx05

tc-nexus1kv02

tc-nexus5k01 tc-nexus5k02

Nexus 5020

Á Configure a VMotion port-profile
(already done)

Á Configure ERSPAN

Á Assign a VMKernel VMotion 
interface

Á Perform a VMotion

port-profile A

port-profile B
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Virtual Center

VMW ESX

Server  2

Nexus 1000V -VEM

Nexus 1000V

VSM

VMW ESX

Server 1

Nexus 1000V -VEMNexus 1000V DVS

VM 
#1

VM 
#2

VM 
#3

What will you see?

tc-esx04 tc-esx05

tc-nexus1kv02

tc-nexus5k01 tc-nexus5k02

Nexus 5020

Demo 3: Policy based conectivity

Á Deployment & Management

Å Virtual PortChannel ï
Host Mode

Á VMotion & Visibility

Å ERSPAN

Á Policy-based VM-connectivity

Å Access Control Lists (ACL)

port-profile A

port-profile B
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Our goal: Simplify  =  Unified Fabric :
A single Ethernet Fabric for IP & Fibre Channel

Management 

& Control

Unified

Fabric

Primary 

Network

Secondary 

Network

Primary 

SAN

Secondary 

SAN
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Unified I/O (FCoE):
Fewer HBA/NICôs per Server

FC HBA

FC HBA

NIC

NIC

SAN (FC)

SAN (FC)

LAN (Ethernet)

LAN (Ethernet)

CNA = Converged Network Adapter

CNA

CNA

SAN (FCoE) 

LAN (Ethernet)
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Unified I/O solves cabling challenges



© 2006 Cisco Systems, Inc. All rights reserved. 28

Evolution of Ethernet Physical Media
Role of Transport in Enabling these Technologies!

Cable

Transceiver

Latency (link)

Power

(each side)DistanceTechnology

Twinax ~0.25 us~0.1W10m
SFP+ CU

Copper

MM 62.5mm

MM 50mm
~0.1 us1W

82m

300m
SFP+ SR

short reach

MM OM2

MM OM3
~0.1 us1W

10m

100m
SFP+ USR

ultra short reach

Cat6

Cat6a/7

Cat6a/7

2.5 us

2.5 us

1.5 us

~8W

~8W

~4W

55m

100m

30m

10GBASE-T

100Mb 1Gb 10Gb

UTP Cat 5
UTP Cat 5

SFP Fiber

10Mb

UTP Cat 3

Mid 1980ôsMid 1990ôsEarly 

2000ôs

Late 

2000ôs
SFP+ Cu

SFP+  to SFP+
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FC over Ethernet (FCoE)
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F
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Same as a physical FC frame

Control information: version, ordered sets (SOF, EOF)

Normal ethernet frame, ethertype = FCoE

From Ethernet point of view:
FCoE is just an upper layer protocol

From Fibre Channel point of view:
Itôs just another type of wire
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CNA: Converged Network Adapter

LAN CNAHBA

http://www.emulex.com/index.jsp
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Nexus 5000 Product Portfolio

Industryôs First I/O Consolidation  Virtualization Fabric 
for Enterprise Data Center

Nexus 5000
Switch
Family 56-Port L2 Switch

Å40 Ports 10GE/FCoE/DCE, fixed

Å2 Expansion Modules

28-Port L2 Switch
Å20 Ports 10GE/FCoE/DCE, fixed

Å1 Expansion Module

FC + Ethernet  
Å4 Ports 10GbE/FCoE/DCE  

Å4 Ports 1/2/4G FC

Fibre Channel         
Å8 Ports 1/2/4G FC

Expansion
Modules

Ethernet  
Å6 Ports 

10GE/FCoE/DCE

OS

Cisco Fabric Manager and Cisco Data Center Network Manager

Cisco NX-OS

Mgmt

Partners
SW FCoE/DCE + 2x10GE2x10GE/DCE/FCoE 2x10GE

http://www.emulex.com/index.jsp
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Today
Á Parallel LAN/SAN Infrastructure

Á Inefficient use of Network Infrastructure

Á 5+ connections per server ïhigher 
adapter and cabling costs

Adds downstream port costs; 
cap-ex and op-ex

Each connection adds additional 
points of failure in the fabric

Á Longer lead time for server provisioning

Á Multiple fault domains ïcomplex 
diagnostics

Á Management complexity ïfirmware, 
driver-patching, versioning

Management

SAN BSAN ALAN

DCE and FCoE

Ethernet

FC

Today

Unified I/O Use Case

Unified I/O Phase 1
Á Reduction of server adapters

Á Simplification of access layer & cabling

Á Gateway free implementation - fits in 
installed base of existing LAN and SAN

Á L2 Multipathing Access ïDistribution

Á Lower TCO

Á Fewer Cables

Á Investment Protection (LANs and SANs)

Á Consistent Operational Model

Unified I/O Phase 1

FCoE 

Switch
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Cisco IT: Case Study ï1 MW Data Center*)
New design ïimpact on power by using Unified Fabric

Traditional 
Design

Unified 
Fabric

Comparison

Pod Racks

Rack count 135 72 63 fewer

Pod Cabling

Fibre (48) 4320 1008 5472 fewer

Cu (24) 2160

Power

Facility  (kW) 1000

Storage (kW) 247 25% 21%

DC Network (kW) 186 19% 8%

Other Network (kW) 79 8% 8%

Available for Servers 
(kW)

488 49% 63% 129%

Savings 

of ~5500 

cables!

~30% 

more 

power 

for 

servers!

March 2009

*) http://vsearch.cisco.com/?cid=3038
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Cabling your Data Center: Cisco IT
FCoE and UCS simplifies

From ad hoc and 
ƛƴŎƻƴǎƛǎǘŜƴǘΧ 

Χǘƻ ǎǘǊǳŎǘǳǊŜŘΣ ōǳǘ 
siloed, complicated and 

ŎƻǎǘƭȅΧ

Χǘƻ ǎƛƳǇƭŜΣ ƻǇǘƛƳƛȊŜŘ 
and automated
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ÅMany under 
utilized servers
ÅCable sprawl
ÅHigh power, 
cooling costs
ÅHigh CAPEX
ÅFor every $1 spent 
on server capex 
~$5 spent on opex

Today

Different Phases of Server Virtualization

VM VM

VM VM

VM VM

VM VM

Hypervisor

ÅCable sprawl
Åpower, cooling costs
ÅLess number of access layer
Ethernet ports

A
c
c
e
s
s
 

L
a
y
e
r

Server

Fibre-

Channel
Ethernet

SAN BSAN ALAN

4 x 1GE

Virtualization Step1

GE

VM VM

VM VM

VM VM

VM VM

Hypervisor

A
c
c
e
s
s
 

L
a

y
e
r

Server

Fibre-

Channel
Ethernet

SAN BSAN ALAN

10GE

ÅGE to 10GE in access 
layer
ÅLess interfaces ï
reduced Cable sprawl
ÅSavings from power and 
cooling

Virtualization Step2

10 GE

VM VM

VM VM

VM VM

VM VM

Hypervisor

A
c
c
e
s
s
 

L
a
y
e
r

Server
Unified IO

SAN BSAN A
LAN

ÅUnified I/O - LAN & SAN  
consolidation
ÅReduce NICs, HBAs,
ÅReduce cabling
ÅMore Savings from 
power and cooling
ÅLower capex 

Virtualization Step3

10 GE/FCOE

Cisco confidential and proprietary

LAN
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Infrastructure

ÅServers & Switches

ÅPhysical & Virtual

Challenges

ÅMany points of 

management

ÅConsistent policies

ÅDiagnostics

ÅTraining

ÅSecurityManagement ManagementManagement Management

Server Deployment Scale

Software Switch Software Switch Software Switch
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Mgmt Server

Server Deployment Today

Over the past 20 years
ÅAn evolution of size, not thinking

ÅMore servers & switches than ever

ÅMore switches per server

ÅManagement applied, not integrated

Result
ÅMore points of management

ÅMore difficult to maintain policy 

coherence

ÅMore difficult to secure

ÅMore difficult to scale


